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1. Authentication to Database 

1.1 Zend\Db\Adapter 

Introduction 

The Adapter object is the most important sub-component of Zend\Db. It is responsible for adapting 
any code written in or for Zend\Db to the targeted php extensions and vendor databases. In doing 
this, it creates an abstraction layer for the PHP extensions, which is called the “Driver” portion of the 
Zend\Db adapter. It also creates a lightweight abstraction layer, called the “Platform” portion of the 
adapter, for the various idiosyncrasies that each vendor-specific platform might have in its 
SQL/RDBMS implementation. 

Creating an Adapter - Quickstart 

Creating an adapter can simply be done by instantiating the Zend\Db\Adapter\Adapter class. The 
most common use case, while not the most explicit, is to pass an array of configuration to the 
Adapter. 

Eg. Simple Mysql Database connection for OpenEmr 

Location. /zend_modules/config/autoload/global.php 

return array( 
    'db' => array( 
        'driver'         => 'Pdo', 
        'dsn'            => 'mysql:dbname='.$GLOBALS['dbase'].';host='.$GLOBALS['host'], 
        'username'       => $GLOBALS['login'], 
        'password'       => $GLOBALS['pass'], 
        'driver_options' => array( 
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            PDO::MYSQL_ATTR_INIT_COMMAND => 'SET NAMES \'UTF8\'' 
        ), 
    ), 
    'service_manager' => array( 
        'factories' => array( 
            'Zend\Db\Adapter\Adapter' => function ($serviceManager) { 
    $adapterFactory = new Zend\Db\Adapter\AdapterServiceFactory(); 
    $adapter = $adapterFactory->createService($serviceManager); 
               \Zend\Db\TableGateway\Feature\GlobalAdapterFeature::setStaticAdapter($adapter); 
               return $adapter; 
          } 
        ),      
    ), 
); 

 
This driver array is an abstraction for the extension level required parameters. Here is a table for the 
key-value pairs that should be in configuration array. 

Key Is Required? Value 

driver required Mysqli, Sqlsrv, Pdo_Sqlite, Pdo_Mysql, Pdo=OtherPdoDriver 

database generally required the name of the database (schema) 

username generally required the connection username 

password generally required the connection password 

hostname not generally required the IP address or hostname to connect to 

port not generally required the port to connect to (if applicable) 

charset not generally required the character set to use 

 

Extra Details. 

Performing SQL Query with Adapter 

$adapter->query('SELECT * FROM `table` WHERE `id` = ?', array(5)); 

The above example will go through the following steps: 
 create a new Statement object 
 prepare an array into a Parameter Container if necessary 
 inject the Parameter Container into the Statement object 
 execute the Statement object, producing a Result object 
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 check the Result object to check if the supplied sql was a ‘query’, or a result set producing 
statement 

 if it is a result set producing query, clone the Result Set prototype, inject Result as data 
source, return it 

 else, return the Result 
 

2. Security tools in ZF2 

2.1 Zend\Authentication (User Login Authentication) 

Note. Not Implemented in the OpenERM 

Introduction 

The Zend\Authentication component provides an API for authentication and includes concrete 
authentication adapters for common use case scenarios. 

Zend\Authentication is concerned only with authentication and not with authorization. 
Authentication is loosely defined as determining whether an entity actually is what it purports 
to be (i.e., identification), based on some set of credentials. Authorization, the process of 
deciding whether to allow an entity access to, or to perform operations upon, other entities is 
outside the scope of Zend\Authentication. For more information about authorization and access 
control with Zend Framework, please see the Zend\Permissions\Acl component. 

Adapters 

Zend\Authentication adapters are used to authenticate against a particular type of 
authentication service, such as LDAP, RDBMS, or file-based storage. Different adapters are likely 
to have vastly different options and behaviors, but some basic things are common among 
authentication adapters. For example, accepting authentication credentials (including a 
purported identity), performing queries against the authentication service, and returning results 
are common to Zend\Authentication adapters. 

Each Zend\Authentication adapter class implements 
Zend\Authentication\Adapter\AdapterInterface. This interface defines one method, 
authenticate(), that an adapter class must implement for performing an authentication query. 
Each adapter class must be prepared prior to calling authenticate(). Such adapter preparation 
includes setting up credentials (e.g., username and password) and defining values for adapter-
specific configuration options, such as database connection settings for a database table 
adapter. 

The following is an example authentication adapter that requires a username and password to 
be set for authentication. Other details, such as how the authentication service is queried, have 
been omitted for brevity: 
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use Zend\Authentication\Adapter\AdapterInterface; 
 
class My\Auth\Adapter implements AdapterInterface 
{ 
    /** 
     * Sets username and password for authentication 
     * 
     * @return void 
     */ 
    public function __construct($username, $password) 
    { 
        // ... 
    } 
 
    /** 
     * Performs an authentication attempt 
     * 
     * @return \Zend\Authentication\Result 
     * @throws \Zend\Authentication\Adapter\Exception\ExceptionInterface 
     *               If authentication cannot be performed 
     */ 
    public function authenticate() 
    { 
        // ... 
    } 
} 
 
 As indicated in its docblock, authenticate() must return an instance of 
Zend\Authentication\Result (or of a class derived from Zend\Authentication\Result). If for some 
reason performing an authentication query is impossible, authenticate() should throw an 
exception that derives from Zend\Authentication\Adapter\Exception\ExceptionInterface. 
 
Results 
Zend\Authentication adapters return an instance of Zend\Authentication\Result with 
authenticate() in order to represent the results of an authentication attempt. Adapters populate 
the Zend\Authentication\Result object upon construction, so that the following four methods 
provide a basic set of user-facing operations that are common to the results of 
Zend\Authentication adapters: 
 

 isValid()- returns TRUE if and only if the result represents a successful authentication 
attempt 

 getCode()- returns a Zend\Authentication\Result constant identifier for determining the 
type of authentication failure or whether success has occurred. This may be used in 
situations where the developer wishes to distinguish among several authentication 
result types. This allows developers to maintain detailed authentication result statistics, 
for example. Another use of this feature is to provide specific, customized messages to 
users for usability reasons, though developers are encouraged to consider the risks of 
providing such detailed reasons to users, instead of a general authentication failure 
message. For more information, see the notes below. 

 getIdentity()- returns the identity of the authentication attempt 
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 getMessages()- returns an array of messages regarding a failed authentication attempt 
 

Identity Persistence 
Authenticating a request that includes authentication credentials is useful per se, but it is also 
important to support maintaining the authenticated identity without having to present the 
authentication credentials with each request. 
 
HTTP is a stateless protocol, however, and techniques such as cookies and sessions have been 
developed in order to facilitate maintaining state across multiple requests in server-side web 
applications. 
 
Default Persistence in the PHP Session 
 
By default, Zend\Authentication provides persistent storage of the identity from a successful 
authentication attempt using the PHP session. Upon a successful authentication attempt, 
Zend\Authentication\AuthenticationService::authenticate() stores the identity from the 
authentication result into persistent storage. Unless specified otherwise, 
Zend\Authentication\AuthenticationService uses a storage class named 
Zend\Authentication\Storage\Session, which, in turn, uses Zend\Session. A custom class may 
instead be used by providing an object that implements 
Zend\Authentication\Storage\StorageInterface to 
Zend\Authentication\AuthenticationService::setStorage(). 
 
Note 
If automatic persistent storage of the identity is not appropriate for a particular use case, then 
developers may forget using the Zend\Authentication\AuthenticationService class altogether, 
instead using an adapter class directly. 
 
Modifying the Session Namespace 
 
Zend\Authentication\Storage\Session uses a session namespace of ‘Zend_Auth‘. This 
namespace may be overridden by passing a different value to the constructor of 
Zend\Authentication\Storage\Session, and this value is internally passed along to the 
constructor of Zend\Session\Container. This should occur before authentication is attempted, 
since Zend\Authentication\AuthenticationService::authenticate() performs the automatic 
storage of the identity. 
 
use Zend\Authentication\AuthenticationService; 
use Zend\Authentication\Storage\Session as SessionStorage; 
 
$auth = new AuthenticationService(); 
 
// Use 'someNamespace' instead of 'Zend_Auth' 
$auth->setStorage(new SessionStorage('someNamespace')); 
 
/** 
 * @todo Set up the auth adapter, $authAdapter 
 */ 
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// Authenticate, saving the result, and persisting the identity on 
// success 
$result = $auth->authenticate($authAdapter); 
 
 
Database Table Authentication 
 
Introduction 
Zend\Authentication\Adapter\DbTable provides the ability to authenticate against credentials 
stored in a database table. Because Zend\Authentication\Adapter\DbTable requires an instance 
of Zend\Db\Adapter\Adapter to be passed to its constructor, each instance is bound to a 
particular database connection. Other configuration options may be set through the constructor 
and through instance methods, one for each option. 
 
The available configuration options include: 
 

 tableName: This is the name of the database table that contains the authentication 
credentials, and against which the database authentication query is performed. 

 identityColumn: This is the name of the database table column used to represent the 
identity. The identity column must contain unique values, such as a username or e-mail 
address. 

 credentialColumn: This is the name of the database table column used to represent the 
credential. Under a simple identity and password authentication scheme, the credential 
value corresponds to the password. See also the credentialTreatment option. 

 credentialTreatment: In many cases, passwords and other sensitive data are encrypted, 
hashed, encoded, obscured, salted or otherwise treated through some function or 
algorithm. By specifying a parameterized treatment string with this method, such as 
‘MD5(?)‘ or ‘PASSWORD(?)‘, a developer may apply such arbitrary SQL upon input 
credential data. Since these functions are specific to the underlying RDBMS, check the 
database manual for the availability of such functions for your database system. 

 
Basic Usage 
With the database connection and table data available, an instance of 
Zend\Authentication\Adapter\DbTable may be created. Configuration option values may be 
passed to the constructor or deferred as parameters to setter methods after instantiation: 
 
use Zend\Authentication\Adapter\DbTable as AuthAdapter; 
 
// Configure the instance with constructor parameters... 
$authAdapter = new AuthAdapter($dbAdapter, 
                               'users', 
                               'username', 
                               'password' 
                               ); 
 
// ...or configure the instance with setter methods 
$authAdapter = new AuthAdapter($dbAdapter); 
 
$authAdapter 
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    ->setTableName('users') 
    ->setIdentityColumn('username') 
    ->setCredentialColumn('password'); 
 
At this point, the authentication adapter instance is ready to accept authentication queries. In 
order to formulate an authentication query, the input credential values are passed to the 
adapter prior to calling the authenticate() method: 
 
// Set the input credential values (e.g., from a login form) 
$authAdapter 
    ->setIdentity('my_username') 
    ->setCredential('my_password') 
; 
 
// Perform the authentication query, saving the result 
 
In addition to the availability of the getIdentity() method upon the authentication result object, 
Zend\Authentication\Adapter\DbTable also supports retrieving the table row upon 
authentication success: 
 
 
// Print the identity 
echo $result->getIdentity() . "\n\n"; 
 
// Print the result row 
print_r($authAdapter->getResultRowObject()); 
 
/* Output: 
my_username 
 
Array 
( 
    [id] => 1 
    [username] => my_username 
    [password] => my_password 
    [real_name] => My Real Name 
) 
*/ 
 
2.2 Zend\Captcha 

Introduction 
CAPTCHA stands for “Completely Automated Public Turing test to tell Computers and Humans 
Apart”; it is used as a challenge-response to ensure that the individual submitting information is 
a human and not an automated process. Typically, a captcha is used with form submissions 
where authenticated users are not necessary, but you want to prevent spam submissions. 
 
Captchas can take a variety of forms, including asking logic questions, presenting skewed fonts, 
and presenting multiple images and asking how they relate. The Zend\Captcha component aims 
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to provide a variety of back ends that may be utilized either standalone or in conjunction with 
the Zend\Form component. 
 
Eg. Create an Captcha element in the form 
$this->add(array( 
            'type' => 'Zend\Form\Element\Captcha', 
            'name' => 'captcha', 
            'options' => array( 
                'label' => 'Please verify you are human.', 
                'captcha' => $this->captcha, 
            ), 
        )); 
 
Captcha Operation 
All CAPTCHA adapters implement Zend\Captcha\AdapterInterface, which looks like the 
following: 
 
namespace Zend\Captcha; 
 
use Zend\Validator\ValidatorInterface; 
 
interface AdapterInterface extends ValidatorInterface 
{ 
    public function generate(); 
 
    public function setName($name); 
 
    public function getName(); 
 
    // Get helper name used for rendering this captcha type 
    public function getHelperName(); 
} 
 
The name setter and getter are used to specify and retrieve the CAPTCHA identifier. The most 
interesting methods are generate() and render(). generate() is used to create the CAPTCHA 
token. This process typically will store the token in the session so that you may compare against 
it in subsequent requests. render() is used to render the information that represents the 
CAPTCHA, be it an image, a figlet, a logic problem, or some other CAPTCHA. 
 
A simple use case might look like the following: 
 
// Originating request: 
$captcha = new Zend\Captcha\Figlet(array( 
    'name' => 'foo', 
    'wordLen' => 6, 
    'timeout' => 300, 
)); 
 
$id = $captcha->generate(); 
 
//this will output a Figlet string 
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echo $captcha->getFiglet()->render($captcha->getWord()); 
 
 
// On a subsequent request: 
// Assume a captcha setup as before, with corresponding form fields, the value of $_POST['foo'] 
// would be key/value array: id => captcha ID, input => captcha value 
if ($captcha->isValid($_POST['foo'], $_POST)) { 
    // Validated! 
} 
 
CAPTCHA Adapters 
The following adapters are shipped with Zend Framework by default. 
 
Zend\Captcha\AbstractWord 
Zend\Captcha\AbstractWord is an abstract adapter that serves as the base class for most other 
CAPTCHA adapters. It provides mutators for specifying word length, session TTL and the session 
container object to use. Zend\Captcha\AbstractWord also encapsulates validation logic. 
 
By default, the word length is 8 characters, the session timeout is 5 minutes, and 
Zend\Session\Container is used for persistence (using the namespace 
“Zend\Form\Captcha\<captcha ID>”). 
 
In addition to the methods required by the Zend\Captcha\AdapterInterface interface, 
Zend\Captcha\AbstractWord exposes the following methods: 
 

 setWordLen($length) and getWordLen() allow you to specify the length of the 
generated “word” in characters, and to retrieve the current value. 

 setTimeout($ttl) and getTimeout() allow you to specify the time-to-live of the session 
token, and to retrieve the current value. $ttl should be specified in seconds. 

 setUseNumbers($numbers) and getUseNumbers() allow you to specify if numbers will 
be considered as possible characters for the random work or only letters would be 
used. 

 setSessionClass($class) and getSessionClass() allow you to specify an alternate 
Zend\Session\Container implementation to use to persist the CAPTCHA token and to 
retrieve the current value. 

 getId() allows you to retrieve the current token identifier. 
 getWord() allows you to retrieve the generated word to use with the CAPTCHA. It will 

generate the word for you if none has been generated yet. 
 setSession(Zend\Session\Container $session) allows you to specify a session object to 

use for persisting the CAPTCHA token. getSession() allows you to retrieve the current 
session object. 

All word CAPTCHAs allow you to pass an array of options or Traversable object to the 
constructor, or, alternately, pass them to setOptions(). By default, the wordLen, timeout, and 
sessionClass keys may all be used. Each concrete implementation may define additional keys or 
utilize the options in other ways. 
 
Zend\Captcha\Dumb 
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The Zend\Captcha\Dumb adapter is mostly self-descriptive. It provides a random string that 
must be typed in reverse to validate. As such, it’s not a good CAPTCHA solution and should only 
be used for testing. It extends Zend\Captcha\AbstractWord. 
 
Zend\Captcha\Figlet 
The Zend\Captcha\Figlet adapter utilizes Zend\Text\Figlet to present a figlet to the user. 
 
Options passed to the constructor will also be passed to the Zend\Text\Figlet object. See the 
Zend\Text\Figlet documentation for details on what configuration options are available. 
 
Zend\Captcha\Image 
The Zend\Captcha\Image adapter takes the generated word and renders it as an image, 
performing various skewing permutations to make it difficult to automatically decipher. It 
requires the GD extension compiled with TrueType or Freetype support. Currently, the 
Zend\Captcha\Image adapter can only generate PNG images. 
 
Zend\Captcha\Image extends Zend\Captcha\AbstractWord, and additionally exposes the 
following methods: 

 setExpiration($expiration) and getExpiration() allow you to specify a maximum lifetime 
the CAPTCHA image may reside on the filesystem. This is typically a longer than the 
session lifetime. Garbage collection is run periodically each time the CAPTCHA object is 
invoked, deleting all images that have expired. Expiration values should be specified in 
seconds. 

 setGcFreq($gcFreq) and getGcFreg() allow you to specify how frequently garbage 
collection should run. Garbage collection will run every 1/$gcFreq calls. The default is 
100. 

 setFont($font) and getFont() allow you to specify the font you will use. $font should be 
a fully qualified path to the font file. This value is required; the CAPTCHA will throw an 
exception during generation if the font file has not been specified. 

 setFontSize($fsize) and getFontSize() allow you to specify the font size in pixels for 
generating the CAPTCHA. The default is 24px. 

 setHeight($height) and getHeight() allow you to specify the height in pixels of the 
generated CAPTCHA image. The default is 50px. 

 setWidth($width) and getWidth() allow you to specify the width in pixels of the 
generated CAPTCHA image. The default is 200px. 

 setImgDir($imgDir) and getImgDir() allow you to specify the directory for storing 
CAPTCHA images. The default is “./images/captcha/”, relative to the bootstrap script. 

 setImgUrl($imgUrl) and getImgUrl() allow you to specify the relative path to a CAPTCHA 
image to use for HTML markup. The default is “/images/captcha/”. 

 setSuffix($suffix) and getSuffix() allow you to specify the filename suffix for the 
CAPTCHA image. The default is “.png”. Note: changing this value will not change the 
type of the generated image. 

 setDotNoiseLevel($level) and getDotNoiseLevel(), along with setLineNoiseLevel($level) 
and getLineNoiseLevel(), allow you to control how much “noise” in the form of random 
dots and lines the image would contain. Each unit of $level produces one random dot or 
line. The default is 100 dots and 5 lines. The noise is added twice - before and after the 
image distortion transformation. 
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All of the above options may be passed to the constructor by simply removing the ‘set’ method 
prefix and casting the initial letter to lowercase: “suffix”, “height”, “imgUrl”, etc. 
 
Zend\Captcha\ReCaptcha 
The Zend\Captcha\ReCaptcha adapter uses Zend\Service\ReCaptcha\ReCaptcha to generate 
and validate CAPTCHAs. It exposes the following methods: 
 

 setPrivKey($key) and getPrivKey() allow you to specify the private key to use for the 
ReCaptcha service. This must be specified during construction, although it may be 
overridden at any point. 

 setPubKey($key) and getPubKey() allow you to specify the public key to use with the 
ReCaptcha service. This must be specified during construction, although it may be 
overridden at any point. 

 setService(ZendService\ReCaptcha\ReCaptcha $service) and getService() allow you to 
set and get the ReCaptcha service object.  

 
2.3 Zend\Crypt 

Introduction 
Zend\Crypt provides support of some cryptographic tools. The available features are: 
 

 encrypt-then-authenticate using symmetric ciphers (the authentication step is provided 
using HMAC); 

 encrypt/decrypt using symmetric and public key algorithm (e.g. RSA algorithm); 
 generate digital sign using public key algorithm (e.g. RSA algorithm); 
 key exchange using the Diffie-Hellman method; 
 Key derivation function (e.g. using PBKDF2 algorithm); 
 Secure password hash (e.g. using Bcrypt algorithm); 
 generate Hash values; 
 generate HMAC values; 

 
The main scope of this component is to offer an easy and secure way to protect and 
authenticate sensitive data in PHP. Because the use of cryptography is not so easy we 
recommend to use the Zend\Crypt component only if you have a minimum background on this 
topic. 
 
Note 
 
PHP-CryptLib 
 
Most of the ideas behind the Zend\Crypt component have been inspired by the PHP-CryptLib 
project of Anthony Ferrara. PHP-CryptLib is an all-inclusive pure PHP cryptographic library for all 
cryptographic needs. It is meant to be easy to install and use, yet extensible and powerful 
enough for even the most experienced developer. 
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More Details. 
http://framework.zend.com/manual/2.2/en/modules/zend.crypt.block-cipher.html 
http://framework.zend.com/manual/2.2/en/modules/zend.crypt.key.derivation.html 
http://framework.zend.com/manual/2.2/en/modules/zend.crypt.password.html 
http://framework.zend.com/manual/2.2/en/modules/zend.crypt.public-key.html 
 
2.4 Zend\Escaper 
 
Introduction 
The OWASP Top 10 web security risks study lists Cross-Site Scripting (XSS) in second place. PHP’s 
sole functionality against XSS is limited to two functions of which one is commonly misapplied. 
Thus, the Zend\Escaper component was written. It offers developers a way to escape output 
and defend from XSS and related vulnerabilities by introducing contextual escaping based on 
peer-reviewed rules. 
 
Zend\Escaper was written with ease of use in mind, so it can be used completely stand-alone 
from the rest of the framework, and as such can be installed with Composer. 
 
For easier use of the Escaper component within the framework itself, especially with the 
Zend\View component, a set of view helpers is provided. 
 
Overview 
The Zend\Escaper component provides one class, Zend\Escaper\Escaper which in turn, provides 
five methods for escaping output. Which method to use when, depends on the context in which 
the outputted data is used. It is up to the developer to use the right methods in the right 
context. 
 
Zend\Escaper\Escaper has the following escaping methods available for each context: 
 

 escapeHtml: escape a string for the HTML Body context. 
 escapeHtmlAttr: escape a string for the HTML Attribute context. 
 escapeJs: escape a string for the Javascript context. 
 escapeCss: escape a string for the CSS context. 
 escapeUrl: escape a string for the URI or Parameter contexts. 

 
Usage of each method will be discussed in detail in later chapters. 
 
What Zend\Escaper is not 
Zend\Escaper is meant to be used only for escaping data that is to be output, and as such should 
not be misused for filtering input data. For such tasks, the Zend\Filter component, HTMLPurifier 
or PHP’s Filter component should be used. 
 
Theory of Operation 
Zend\Escaper provides methods for escaping output data, dependent on the context in which 
the data will be used. Each method is based on peer-reviewed rules and is in compliance with 
the current OWASP recommendations. 
 

http://framework.zend.com/manual/2.2/en/modules/zend.crypt.block-cipher.html�
http://framework.zend.com/manual/2.2/en/modules/zend.crypt.key.derivation.html�
http://framework.zend.com/manual/2.2/en/modules/zend.crypt.password.html�
http://framework.zend.com/manual/2.2/en/modules/zend.crypt.public-key.html�
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The escaping follows a well known and fixed set of encoding rules for each key HTML context, 
which are defined by OWASP. These rules cannot be impacted or negated by browser quirks or 
edge-case HTML parsing unless the browser suffers a catastrophic bug in it’s HTML parser or 
Javascript interpreter - both of these are unlikely. 
 
The contexts in which Zend\Escaper should be used are HTML Body, HTML Attribute, Javascript, 
CSS and URL/URI contexts. 
 
Every escaper method will take the data to be escaped, make sure it is utf-8 encoded data, or try 
to convert it to utf-8, do the context-based escaping, encode the escaped data back to it’s 
original encoding and return the data to the caller. 
 
The actual escaping of the data differs between each method, they all have their own set of 
rules according to which the escaping is done. An example will allow us to clearly demonstrate 
the difference, and how the same characters are being escaped differently between contexts: 
 
$escaper = new Zend\Escaper\Escaper('utf-8'); 
// &lt;script&gt;alert(&quot;zf2&quot;)&lt;/script&gt; 
echo $escaper->escapeHtml('<script>alert("zf2")</script>'); 
// &lt;script&gt;alert&#x28;&quot;zf2&quot;&#x29;&lt;&#x2F;script&gt; 
echo $escaper->escapeHtmlAttr('<script>alert("zf2")</script>'); 
// \x3Cscript\x3Ealert\x28\x22zf2\x22\x29\x3C\x2Fscript\x3E 
echo $escaper->escapeJs('<script>alert("zf2")</script>'); 
// \3C script\3E alert\28 \22 zf2\22 \29 \3C \2F script\3E 
echo $escaper->escapeCss('<script>alert("zf2")</script>'); 
// %3Cscript%3Ealert%28%22zf2%22%29%3C%2Fscript%3E 
echo $escaper->escapeUrl('<script>alert("zf2")</script>'); 
 
The Problem with Inconsistent Functionality 
At present, programmers orient towards the following PHP functions for each common HTML 
context: 
 
 HTML Body: htmlspecialchars() or htmlentities() 
 HTML Attribute: htmlspecialchars() or htmlentities() 
 Javascript: addslashes() or json_encode() 
 CSS: n/a 
 URL/URI: rawurlencode() or urlencode() 

In practice, these decisions appear to depend more on what PHP offers, and if it can be 
interpreted as offering sufficient escaping safety, than it does on what is recommended in 
reality to defend against XSS. While these functions can prevent some forms of XSS, they do not 
cover all use cases or risks and are therefore insufficient defenses. 
 
Using htmlspecialchars() in a perfectly valid HTML5 unquoted attribute value, for example, is 
completely useless since the value can be terminated by a space (among other things) which is 
never escaped. Thus, in this instance, we have a conflict between a widely used HTML escaper 
and a modern HTML specification, with no specific function available to cover this use case. 
While it’s tempting to blame users, or the HTML specification authors, escaping just needs to 
deal with whatever HTML and browsers allow. 
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Using addslashes(), custom backslash escaping or json_encode() will typically ignore HTML 
special characters such as ampersands which may be used to inject entities into Javascript. 
Under the right circumstances, browser will convert these entities into their literal equivalents 
before interpreting Javascript thus allowing attackers to inject arbitrary code. 
 
Inconsistencies with valid HTML, insecure default parameters, lack of character encoding 
awareness, and misrepresentations of what functions are capable of by some programmers - 
these all make escaping in PHP an unnecessarily convoluted quest. 
 
To circumvent the lack of escaping methods in PHP, Zend\Escaper addresses the need to apply 
context-specific escaping in web applications. It implements methods that specifically target XSS 
and offers programmers a tool to secure their applications without misusing other inadequate 
methods, or using, most likely incomplete, home-grown solutions. 
 
Escaping data in the HTML Attribute 
Escaping data in the HTML Attribute context is most often done incorrectly, if not overlooked 
completely by developers. Regular HTML escaping can be used for escaping HTML attributes, 
but only if the attribute value can be guaranteed as being properly quoted! To avoid confusion, 
we recommend always using the HTML Attribute escaper method in the HTML Attribute 
context. 
 
To escape data in the HTML Attribute, use Zend\Escaper\Escaper‘s escapeHtmlAttr method. 
Internally it will convert the data to UTF-8, check for it’s validity, and use an extended set of 
characters to escape that are not covered by htmlspecialchars to cover the cases where an 
attribute might be unquoted or quoted illegally. 
 
Examples of Bad HTML Attribute Escaping 
An example of incorrect HTML attribute escaping: 
 
<?php header('Content-Type: text/html; charset=UTF-8'); ?> 
<!DOCTYPE html> 
<?php 
$input = <<<INPUT 
' onmouseover='alert(/ZF2!/); 
INPUT; 
/** 
 * NOTE: This is equivalent to using htmlspecialchars($input, ENT_COMPAT) 
 */ 
$output = htmlspecialchars($input); 
?> 
<html> 
<head> 
    <title>Single Quoted Attribute</title> 
    <meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 
</head> 
<body> 
    <div> 
        <?php 
        // the span tag will look like: 
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        // <span title='' onmouseover='alert(/ZF2!/);'> 
        ?> 
        <span title='<?php echo $output ?>'> 
            What framework are you using? 
        </span> 
    </div> 
</body> 
</html> 
 
In the above example, the default ENT_COMPAT flag is being used, which does not escape single 
quotes, thus resulting in an alert box popping up when the onmouseover event happens on the 
span element. 
 
Another example of incorrect HTML attribute escaping can happen when unquoted attributes 
are used, which is, by the way, perfectly valid HTML5: 
 
<?php header('Content-Type: text/html; charset=UTF-8'); ?> 
<!DOCTYPE html> 
<?php 
$input = <<<INPUT 
faketitle onmouseover=alert(/ZF2!/); 
INPUT; 
// Tough luck using proper flags when the title attribute is unquoted! 
$output = htmlspecialchars($input,ENT_QUOTES); 
?> 
<html> 
<head> 
    <title>Quoteless Attribute</title> 
    <meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 
</head> 
<body> 
    <div> 
        <?php 
        // the span tag will look like: 
        // <span title=faketitle onmouseover=alert(/ZF2!/);> 
        ?> 
        <span title=<?php echo $output ?>> 
            What framework are you using? 
        </span> 
    </div> 
</body> 
</html> 
 

 The above example shows how it is easy to break out from unquoted attributes in HTML5. 
 
 Examples of Good HTML Attribute Escaping 

Both of the previous examples can be avoided by simply using the escapeHtmlAttr method: 
 
<?php header('Content-Type: text/html; charset=UTF-8'); ?> 
<!DOCTYPE html> 
<?php 
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$input = <<<INPUT 
faketitle onmouseover=alert(/ZF2!/); 
INPUT; 
$escaper = new Zend\Escaper\Escaper('utf-8'); 
$output = $escaper->escapeHtmlAttr($input); 
?> 
<html> 
<head> 
    <title>Quoteless Attribute</title> 
    <meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 
</head> 
<body> 
    <div> 
        <?php 
        // the span tag will look like: 
        // <span   
title=faketitle&#x20;onmouseover&#x3D;alert&#x28;&#x2F;ZF2&#x21;&#x2F;&#x29;&#x3B;> 
        ?> 
        <span title=<?php echo $output ?>> 
            What framework are you using? 
        </span> 
    </div> 
</body> 
</html> 
 
In the above example, the malicious input from the attacker becomes completely harmless as 
we used proper HTML attribute escaping! 
 
Escaping Javascript 
Javascript string literals in HTML are subject to significant restrictions particularly due to the 
potential for unquoted attributes and any uncertainty as to whether Javascript will be viewed as 
being CDATA or PCDATA by the browser. To eliminate any possible XSS vulnerabilities, Javascript 
escaping for HTML extends the escaping rules of both ECMAScript and JSON to include any 
potentially dangerous character. Very similar to HTML attribute value escaping, this means 
escaping everything except basic alphanumeric characters and the comma, period and 
underscore characters as hexadecimal or unicode escapes. 
 
Javascript escaping applies to all literal strings and digits. It is not possible to safely escape other 
Javascript markup. 
 
To escape data in the Javascript context, use Zend\Escaper\Escaper‘s escapeJs method. An 
extended set of characters are escaped beyond ECMAScript’s rules for Javascript literal string 
escaping in order to prevent misinterpretation of Javascript as HTML leading to the injection of 
special characters and entities. 
 
Examples of Bad Javascript Escaping 
An example of incorrect Javascript escaping: 
 
<?php header('Content-Type: application/xhtml+xml; charset=UTF-8'); ?> 
<!DOCTYPE html> 
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<?php 
$input = <<<INPUT 
bar&quot;; alert(&quot;Meow!&quot;); var xss=&quot;true 
INPUT; 
$output = json_encode($input); 
?> 
<html xmlns="http://www.w3.org/1999/xhtml"> 
<head> 
    <title>Unescaped Entities</title> 
    <meta charset="UTF-8"/> 
    <script type="text/javascript"> 
        <?php 
        // this will result in 
        // var foo = "bar&quot;; alert(&quot;Meow!&quot;); var xss=&quot;true"; 
        ?> 
        var foo = <?php echo $output ?>; 
    </script> 
</head> 
<body> 
    <p>json_encode() is not good for escaping javascript!</p> 
</body> 
</html> 
 
The above example will show an alert popup box as soon as the page is loaded, because the 
data is not properly escaped for the Javascript context. 
 
Examples of Good Javascript Escaping 
By using the escapeJs method in the Javascript context, such attacks can be prevented: 
 
<?php header('Content-Type: text/html; charset=UTF-8'); ?> 
<!DOCTYPE html> 
<?php 
$input = <<<INPUT 
bar&quot;; alert(&quot;Meow!&quot;); var xss=&quot;true 
INPUT; 
$escaper = new Zend\Escaper\Escaper('utf-8'); 
$output = $escaper->escapeJs($input); 
?> 
<html xmlns="http://www.w3.org/1999/xhtml"> 
<head> 
    <title>Escaped Entities</title> 
    <meta charset="UTF-8"/> 
    <script type="text/javascript"> 
        <?php 
        // this will look like 
        // var foo = 
bar\x26quot\x3B\x3B\x20alert\x28\x26quot\x3BMeow\x21\x26quot\x3B\x29\x3B\x20var\x20xss\x3D\x2
6quot\x3Btrue; 
        ?> 
        var foo = <?php echo $output ?>; 
    </script> 
</head> 
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<body> 
    <p>Zend\Escaper\Escaper::escapeJs() is good for escaping javascript!</p> 
</body> 
</html> 
 
In the above example, the Javascript parser will most likely report a Syntax Error, but at least the 
targeted application remains safe from such attacks. 
 
Escaping Cascading Style Sheets 
CSS is similar to Javascript for the same reasons. CSS escaping excludes only basic alphanumeric 
characters and escapes all other characters into valid CSS hexadecimal escapes. 
 
Examples of Bad CSS Escaping 
In most cases developers forget to escape CSS completely: 
 
<?php header('Content-Type: application/xhtml+xml; charset=UTF-8'); ?> 
<!DOCTYPE html> 
<?php 
$input = <<<INPUT 
body { 
    background-image: url('http://example.com/foo.jpg?</style><script>alert(1)</script>'); 
} 
INPUT; 
?> 
<html xmlns="http://www.w3.org/1999/xhtml"> 
<head> 
    <title>Unescaped CSS</title> 
    <meta charset="UTF-8"/> 
    <style> 
    <?php echo $input; ?> 
    </style> 
</head> 
<body> 
    <p>User controlled CSS needs to be properly escaped!</p> 
</body> 
</html> 
 
In the above example, by failing to escape the user provided CSS, an attacker can execute an XSS 
attack fairly easily. 
 
Examples of Good CSS Escaping 
By using escapeCss method in the CSS context, such attacks can be prevented: 
 
<?php header('Content-Type: application/xhtml+xml; charset=UTF-8'); ?> 
<!DOCTYPE html> 
<?php 
$input = <<<INPUT 
body { 
    background-image: url('http://example.com/foo.jpg?</style><script>alert(1)</script>'); 
} 
INPUT; 
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$escaper = new Zend\Escaper\Escaper('utf-8'); 
$output = $escaper->escapeCss($input); 
?> 
<html xmlns="http://www.w3.org/1999/xhtml"> 
<head> 
    <title>Escaped CSS</title> 
    <meta charset="UTF-8"/> 
    <style> 
    <?php 
    // output will look something like 
    // body\20 \7B \A \20 \20 \20 \20 background\2D image\3A \20 url\28 ... 
    echo $output; 
    ?> 
    </style> 
</head> 
<body> 
    <p>User controlled CSS needs to be properly escaped!</p> 
</body> 
</html> 
 
By properly escaping user controlled CSS, we can prevent XSS attacks in our web applications. 
 
Escaping URLs 
This method is basically an alias for PHP’s rawurlencode() which has applied RFC 3986 since PHP 
5.3. It is included primarily for consistency. 
 
URL escaping applies to data being inserted into a URL and not to the whole URL itself. 
 
Examples of Bad URL Escaping 
XSS attacks are easy if data inserted into URLs is not escaped properly: 
 
<?php header('Content-Type: application/xhtml+xml; charset=UTF-8'); ?> 
<!DOCTYPE html> 
<?php 
$input = <<<INPUT 
" onmouseover="alert('zf2') 
INPUT; 
?> 
<html xmlns="http://www.w3.org/1999/xhtml"> 
<head> 
    <title>Unescaped URL data</title> 
    <meta charset="UTF-8"/> 
</head> 
<body> 
    <a href="http://example.com/?name=<?php echo $input; ?>">Click here!</a> 
</body> 
</html> 
 
Examples of Good URL Escaping 
By properly escaping data in URLs by using escapeUrl, we can prevent XSS attacks: 
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<?php header('Content-Type: application/xhtml+xml; charset=UTF-8'); ?> 
<!DOCTYPE html> 
<?php 
$input = <<<INPUT 
" onmouseover="alert('zf2') 
INPUT; 
$escaper = new Zend\Escaper\Escaper('utf-8'); 
$output = $escaper->escapeUrl($input); 
?> 
<html xmlns="http://www.w3.org/1999/xhtml"> 
<head> 
    <title>Unescaped URL data</title> 
    <meta charset="UTF-8"/> 
</head> 
<body> 
    <a href="http://example.com/?name=<?php echo $output; ?>">Click here!</a> 
</body> 
</html> 
 

 2.5 Zend\Filter 

Introduction 
The Zend\Filter component provides a set of commonly needed data filters. It also provides a 
simple filter chaining mechanism by which multiple filters may be applied to a single datum in a 
user-defined order. 
 
What is a filter? 
In the physical world, a filter is typically used for removing unwanted portions of input, and the 
desired portion of the input passes through as filter output (e.g., coffee). In such scenarios, a 
filter is an operator that produces a subset of the input. This type of filtering is useful for web 
applications - removing illegal input, trimming unnecessary white space, etc. 
 
This basic definition of a filter may be extended to include generalized transformations upon 
input. A common transformation applied in web applications is the escaping of HTML entities. 
For example, if a form field is automatically populated with untrusted input (e.g., from a web 
browser), this value should either be free of HTML entities or contain only escaped HTML 
entities, in order to prevent undesired behavior and security vulnerabilities. To meet this 
requirement, HTML entities that appear in the input must either be removed or escaped. Of 
course, which approach is more appropriate depends on the situation. A filter that removes the 
HTML entities operates within the scope of the first definition of filter - an operator that 
produces a subset of the input. A filter that escapes the HTML entities, however, transforms the 
input (e.g., “&” is transformed to “&amp;”). Supporting such use cases for web developers is 
important, and “to filter,” in the context of using Zend\Filter, means to perform some 
transformations upon input data. 
 
Basic usage of filters 
Having this filter definition established provides the foundation for Zend\Filter\FilterInterface, 
which requires a single method named filter() to be implemented by a filter class. 
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Following is a basic example of using a filter upon two input data, the ampersand (&) and double 
quote (“) characters: 
 
$htmlEntities = new Zend\Filter\HtmlEntities(); 
 
echo $htmlEntities->filter('&'); // &amp; 
echo $htmlEntities->filter('"'); // &quot; 
 
Also, if a Filter inherits from Zend\Filter\AbstractFilter (just like all out-of-the-box Filters) you 
can also use them as such: 
 
$strtolower = new Zend\Filter\StringToLower; 
 
echo $strtolower('I LOVE ZF2!'); // i love zf2! 
$zf2love = $strtolower('I LOVE ZF2!'); 
 
Using the StaticFilter 
If it is inconvenient to load a given filter class and create an instance of the filter, you can use 
StaticFilter with it’s method execute() as an alternative invocation style. The first argument of 
this method is a data input value, that you would pass to the filter() method. The second 
argument is a string, which corresponds to the basename of the filter class, relative to the 
Zend\Filter namespace. The execute() method automatically loads the class, creates an instance, 
and applies the filter() method to the data input. 
 
echo StaticFilter::execute('&', 'HtmlEntities'); 
 
You can also pass an array of constructor arguments, if they are needed for the filter class. 
 
echo StaticFilter::execute('"', 
                           'HtmlEntities', 
                           array('quotestyle' => ENT_QUOTES)); 
 
The static usage can be convenient for invoking a filter ad hoc, but if you have the need to run a 
filter for multiple inputs, it’s more efficient to follow the first example above, creating an 
instance of the filter object and calling its filter() method. 
 
Also, the FilterChain class allows you to instantiate and run multiple filter and validator classes 
on demand to process sets of input data.. 
Refer FilterChain 
 
http://framework.zend.com/manual/2.2/en/modules/zend.filter.filter-chains.html#zend-filter-
filter-chains 
 
You can set and receive the FilterPluginManager for the StaticFilter to amend the standard filter 
classes. 
 
$pluginManager = StaticFilter::getPluginManager()->setInvokableClass( 
    'myNewFilter', 'MyCustom\Filter\MyNewFilter' 
); 

http://framework.zend.com/manual/2.2/en/modules/zend.filter.filter-chains.html#zend-filter-filter-chains�
http://framework.zend.com/manual/2.2/en/modules/zend.filter.filter-chains.html#zend-filter-filter-chains�
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StaticFilter::setPluginManager(new MyFilterPluginManager()); 
 
This is useful when adding custom filters to be used by the StaticFilter. 
 
Double filtering 
When using two filters after each other you have to keep in mind that it is often not possible to 
get the original output by using the opposite filter. Take the following example: 
 
$original = "my_original_content"; 
 
// Attach a filter 
$filter   = new Zend\Filter\Word\UnderscoreToCamelCase(); 
$filtered = $filter->filter($original); 
 
// Use it's opposite 
$filter2  = new Zend\Filter\Word\CamelCaseToUnderscore(); 
$filtered = $filter2->filter($filtered); 
 
The above code example could lead to the impression that you will get the original output after 
the second filter has been applied. But thinking logically this is not the case. After applying the 
first filter my_original_content will be changed to MyOriginalContent. But after applying the 
second filter the result is My_Original_Content. 
 
As you can see it is not always possible to get the original output by using a filter which seems to 
be the opposite. It depends on the filter and also on the given input. 
 
More about filter classes 
http://framework.zend.com/manual/2.2/en/modules/zend.filter.set.html 
 
2.6 Zend\InputFilter 

Introduction 
The Zend\InputFilter component can be used to filter and validate generic sets of input data. For 
instance, you could use it to filter $_GET or $_POST values, CLI arguments, etc. 
 
To pass input data to the InputFilter, you can use the setData() method. The data must be 
specified using an associative array. Below is an example on how to validate the data coming 
from a form using the POST method. 
 

 use Zend\InputFilter\InputFilter; 

use Zend\InputFilter\Input; 

use Zend\Validator; 

$email = new Input('email'); 

$email->getValidatorChain() 

http://framework.zend.com/manual/2.2/en/modules/zend.filter.set.html�
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      ->addValidator(new Validator\EmailAddress()); 

 

$password = new Input('password'); 

$password->getValidatorChain() 

         ->addValidator(new Validator\StringLength(8)); 

$inputFilter = new InputFilter(); 

$inputFilter->add($email) 

            ->add($password) 

            ->setData($_POST); 

if ($inputFilter->isValid()) { 

    echo "The form is valid\n"; 

} else { 

    echo "The form is not valid\n"; 

    foreach ($inputFilter->getInvalidInput() as $error) { 

        print_r ($error->getMessages()); 

    } 

} 

In this example we validated the email and password values. The email must be a valid address 
and the password must be composed with at least 8 characters. If the input data are not valid, 
we report the list of invalid input using the getInvalidInput() method. 

You can add one or more validators to each input using the addValidator() method for each 
validator. It is also possible to specify a “validation group”, a subset of the data to be validated; 
this may be done using the setValidationGroup() method. You can specify the list of the input 
names as an array or as individual parameters. 

// As individual parameters 

$filterInput->setValidationGroup('email', 'password'); 

// or as an array of names 

$filterInput->setValidationGroup(array('email', 'password')); 
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You can validate and/or filter the data using the InputFilter. To filter data, use the 
getFilterChain() method of individual Input instances, and attach filters to the returned filter 
chain. Below is an example that uses filtering without validation. 

use Zend\InputFilter\Input; 

use Zend\InputFilter\InputFilter; 

$input = new Input('foo'); 

$input->getFilterChain() 

      ->attachByName('stringtrim') 

      ->attachByName('alpha'); 

$inputFilter = new InputFilter(); 

$inputFilter->add($input) 

            ->setData(array( 

                'foo' => ' Bar3 ', 

            )); 

echo "Before:\n"; 

echo $inputFilter->getRawValue('foo') . "\n"; // the output is ' Bar3 ' 

echo "After:\n"; 

echo $inputFilter->getValue('foo') . "\n"; // the output is 'Bar' 

The getValue() method returns the filtered value of the ‘foo’ input, while getRawValue() returns 
the original value of the input. 

We provide also Zend\InputFilter\Factory, to allow initialization of the InputFilter based on a 
configuration array (or Traversable object). Below is an example where we create a password 
input value with the same constraints proposed before (a string with at least 8 characters):  

use Zend\InputFilter\Factory; 
 
$factory = new Factory(); 
$inputFilter = $factory->createInputFilter(array( 
    'password' => array( 
        'name'       => 'password', 
        'required'   => true, 
        'validators' => array( 
            array( 
                'name' => 'not_empty', 
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            ), 
            array( 
                'name' => 'string_length', 
                'options' => array( 
                    'min' => 8 
                ), 
            ), 
        ), 
    ), 
)); 
 
$inputFilter->setData($_POST); 
echo $inputFilter->isValid() ? "Valid form" : "Invalid form"; 
 
The factory may be used to create not only Input instances, but also nested InputFilters, 
allowing you to create validation and filtering rules for hierarchical data sets. 
 
Finally, the default InputFilter implementation is backed by a Factory. This means that when 
calling add(), you can provide a specification that the Factory would understand, and it will 
create the appropriate object. You may create either Input or InputFilter objects in this fashion. 
 
use Zend\InputFilter\InputFilter; 

$filter = new InputFilter(); 

// Adding a single input 

$filter->add(array( 

    'name' => 'username', 

    'required' => true, 

    'validators' => array( 

        array( 

            'name' => 'not_empty', 

        ), 

        array( 

            'name' => 'string_length', 

            'options' => array( 

                'min' => 5 

            ), 

        ), 
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    ), 

)); 

// Adding another input filter what also contains a single input. Merging both. 

$filter->add(array( 

    'type' => 'Zend\InputFilter\InputFilter', 

    'password' => array( 

        'name' => 'password', 

        'required' => true, 

        'validators' => array( 

            array( 

                'name' => 'not_empty', 

            ), 

            array( 

                'name' => 'string_length', 

                'options' => array( 

                    'min' => 8 

                ), 

            ), 

        ), 

    ), 

)); 

 
2.7 Zend\Permissions 
2.7.1 Zend\Permissions\Acl 
 
Introduction 
The Zend\Permissions\Acl component provides a lightweight and flexible access control list 
(ACL) implementation for privileges management. In general, an application may utilize such 
ACL‘s to control access to certain protected objects by other requesting objects. 

For the purposes of this documentation: 
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• a resource is an object to which access is controlled. 
• a role is an object that may request access to a Resource. 

Put simply, roles request access to resources. For example, if a parking attendant requests 
access to a car, then the parking attendant is the requesting role, and the car is the resource, 
since access to the car may not be granted to everyone. 

Through the specification and use of an ACL, an application may control how roles are granted 
access to resources. 

Resources 

Creating a resource using Zend\Permissions\Acl\Acl is very simple. A resource interface 
Zend\Permissions\Acl\Resource\ResourceInterface is provided to facilitate creating resources in 
an application. A class need only implement this interface, which consists of a single method, 
getResourceId(), for Zend\Permissions\Acl\Acl to recognize the object as a resource. 
Additionally, Zend\Permissions\Acl\Resource\GenericResource is provided as a basic resource 
implementation for developers to extend as needed. 

Zend\Permissions\Acl\Acl provides a tree structure to which multiple resources can be added. 
Since resources are stored in such a tree structure, they can be organized from the general 
(toward the tree root) to the specific (toward the tree leaves). Queries on a specific resource will 
automatically search the resource’s hierarchy for rules assigned to ancestor resources, allowing 
for simple inheritance of rules. For example, if a default rule is to be applied to each building in a 
city, one would simply assign the rule to the city, instead of assigning the same rule to each 
building. Some buildings may require exceptions to such a rule, however, and this can be 
achieved in Zend\Permissions\Acl\Acl by assigning such exception rules to each building that 
requires such an exception. A resource may inherit from only one parent resource, though this 
parent resource can have its own parent resource, etc. 

Zend\Permissions\Acl\Acl also supports privileges on resources (e.g., “create”, “read”, “update”, 
“delete”), so the developer can assign rules that affect all privileges or specific privileges on one 
or more resources. 

Roles 

As with resources, creating a role is also very simple. All roles must implement 
Zend\Permissions\Acl\Role\RoleInterface. This interface consists of a single method, 
getRoleId(), Additionally, Zend\Permissions\Acl\Role\GenericRole is provided by the 
Zend\Permissions\Acl component as a basic role implementation for developers to extend as 
needed. 

In Zend\Permissions\Acl\Acl, a role may inherit from one or more roles. This is to support 
inheritance of rules among roles. For example, a user role, such as “sally”, may belong to one or 
more parent roles, such as “editor” and “administrator”. The developer can assign rules to 
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“editor” and “administrator” separately, and “sally” would inherit such rules from both, without 
having to assign rules directly to “sally”. 

Though the ability to inherit from multiple roles is very useful, multiple inheritance also 
introduces some degree of complexity. The following example illustrates the ambiguity 
condition and how Zend\Permissions\Acl\Acl solves it. 

Multiple Inheritance among Roles 

The following code defines three base roles - “guest”, “member”, and “admin” - from which 
other roles may inherit. Then, a role identified by “someUser” is established and inherits from 
the three other roles. The order in which these roles appear in the $parents array is important. 
When necessary, Zend\Permissions\Acl\Acl searches for access rules defined not only for the 
queried role (herein, “someUser”), but also upon the roles from which the queried role inherits 
(herein, “guest”, “member”, and “admin”): 

use Zend\Permissions\Acl\Acl; 

use Zend\Permissions\Acl\Role\GenericRole as Role; 

use Zend\Permissions\Acl\Resource\GenericResource as Resource; 

$acl = new Acl(); 

$acl->addRole(new Role('guest')) 

    ->addRole(new Role('member')) 

    ->addRole(new Role('admin')); 

$parents = array('guest', 'member', 'admin'); 

$acl->addRole(new Role('someUser'), $parents); 

 

$acl->addResource(new Resource('someResource')); 

$acl->deny('guest', 'someResource'); 

$acl->allow('member', 'someResource'); 

echo $acl->isAllowed('someUser', 'someResource') ? 'allowed' : 'denied'; 

Since there is no rule specifically defined for the “someUser” role and “someResource”, 
Zend\Permissions\Acl\Acl must search for rules that may be defined for roles that “someUser” 
inherits. First, the “admin” role is visited, and there is no access rule defined for it. Next, the 
“member” role is visited, and Zend\Permissions\Acl\Acl finds that there is a rule specifying that 
“member” is allowed access to “someResource”. 
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If Zend\Permissions\Acl\Acl were to continue examining the rules defined for other parent 
roles, however, it would find that “guest” is denied access to “someResource”. This fact 
introduces an ambiguity because now “someUser” is both denied and allowed access to 
“someResource”, by reason of having inherited conflicting rules from different parent roles. 

Zend\Permissions\Acl\Acl resolves this ambiguity by completing a query when it finds the first 
rule that is directly applicable to the query. In this case, since the “member” role is examined 
before the “guest” role, the example code would print “allowed”. 

Creating the Access Control List 

An Access Control List (ACL) can represent any set of physical or virtual objects that you wish. 
For the purposes of demonstration, however, we will create a basic Content Management 
System (CMS) ACL that maintains several tiers of groups over a wide variety of areas. To create a 
new ACL object, we instantiate the ACL with no parameters: 

use Zend\Permissions\Acl\Acl; 

$acl = new Acl(); 

Registering Roles 

CMS‘s will nearly always require a hierarchy of permissions to determine the authoring 
capabilities of its users. There may be a ‘Guest’ group to allow limited access for 
demonstrations, a ‘Staff’ group for the majority of CMS users who perform most of the day-to-
day operations, an ‘Editor’ group for those responsible for publishing, reviewing, archiving and 
deleting content, and finally an ‘Administrator’ group whose tasks may include all of those of 
the other groups as well as maintenance of sensitive information, user management, back-end 
configuration data, backup and export. This set of permissions can be represented in a role 
registry, allowing each group to inherit privileges from ‘parent’ groups, as well as providing 
distinct privileges for their unique group only. The permissions may be expressed as follows: 

Access Controls for an Example CMS 

Name Unique Permissions Inherit Permissions From 

Guest View N/A 

Staff Edit, Submit, Revise Guest 

Editor Publish, Archive, Delete Staff 

Administrator (Granted all access) N/A 
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For this example, Zend\Permissions\Acl\Role\GenericRole is used, but any object that 
implements Zend\Permissions\Acl\Role\RoleInterface is acceptable. These groups can be added 
to the role registry as follows: 

use Zend\Permissions\Acl\Acl; 

use Zend\Permissions\Acl\Role\GenericRole as Role; 

$acl = new Acl(); 

// Add groups to the Role registry using Zend\Permissions\Acl\Role\GenericRole 

// Guest does not inherit access controls 

$roleGuest = new Role('guest'); 

$acl->addRole($roleGuest); 

// Staff inherits from guest 

$acl->addRole(new Role('staff'), $roleGuest); 

/* 

Alternatively, the above could be written: 

$acl->addRole(new Role('staff'), 'guest'); 

*/ 

// Editor inherits from staff 

$acl->addRole(new Role('editor'), 'staff'); 

// Administrator does not inherit access controls 

$acl->addRole(new Role('administrator')); 

Defining Access Controls 

Now that the ACL contains the relevant roles, rules can be established that define how 
resources may be accessed by roles. You may have noticed that we have not defined any 
particular resources for this example, which is simplified to illustrate that the rules apply to all 
resources. Zend\Permissions\Acl\Acl provides an implementation whereby rules need only be 
assigned from general to specific, minimizing the number of rules needed, because resources 
and roles inherit rules that are defined upon their ancestors. 

Consequently, we can define a reasonably complex set of rules with a minimum amount of 
code. To apply the base permissions as defined above: 
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use Zend\Permissions\Acl\Acl; 

use Zend\Permissions\Acl\Role\GenericRole as Role; 

$acl = new Acl(); 

$roleGuest = new Role('guest'); 

$acl->addRole($roleGuest); 

$acl->addRole(new Role('staff'), $roleGuest); 

$acl->addRole(new Role('editor'), 'staff'); 

$acl->addRole(new Role('administrator')); 

// Guest may only view content 

$acl->allow($roleGuest, null, 'view'); 

/* 

Alternatively, the above could be written: 

$acl->allow('guest', null, 'view'); 

//*/ 

// Staff inherits view privilege from guest, but also needs additional 

// privileges 

$acl->allow('staff', null, array('edit', 'submit', 'revise')); 

// Editor inherits view, edit, submit, and revise privileges from 

// staff, but also needs additional privileges 

$acl->allow('editor', null, array('publish', 'archive', 'delete')); 

// Administrator inherits nothing, but is allowed all privileges 

$acl->allow('administrator'); 

The NULL values in the above allow() calls are used to indicate that the allow rules apply to all 
resources. 

Querying an ACL 

We now have a flexible ACL that can be used to determine whether requesters have permission 
to perform functions throughout the web application. Performing queries is quite simple using 
the isAllowed() method: 
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echo $acl->isAllowed('guest', null, 'view') ? 

     "allowed" : "denied"; 

// allowed 

echo $acl->isAllowed('staff', null, 'publish') ? 

     "allowed" : "denied"; 

// denied 

echo $acl->isAllowed('staff', null, 'revise') ? 

     "allowed" : "denied"; 

// allowed 

echo $acl->isAllowed('editor', null, 'view') ? 

     "allowed" : "denied"; 

// allowed because of inheritance from guest 

echo $acl->isAllowed('editor', null, 'update') ? 

     "allowed" : "denied"; 

// denied because no allow rule for 'update' 

echo $acl->isAllowed('administrator', null, 'view') ? 

     "allowed" : "denied"; 

// allowed because administrator is allowed all privileges 

echo $acl->isAllowed('administrator') ? 

     "allowed" : "denied"; 

// allowed because administrator is allowed all privileges 

echo $acl->isAllowed('administrator', null, 'update') ? 

     "allowed" : "denied"; 

// allowed because administrator is allowed all privileges 

 

Refining Access Control 

http://framework.zend.com/manual/2.2/en/modules/zend.permissions.acl.refining.html 

http://framework.zend.com/manual/2.2/en/modules/zend.permissions.acl.refining.html�
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Advanced Usage 

http://framework.zend.com/manual/2.2/en/modules/zend.permissions.acl.advanced.html 

 

2.7.2 Zend\Permissions\Rbac 

Introduction 
The Zend\Permissions\Rbac component provides a lightweight role-based access control 
implementation based around PHP 5.3’s SPL RecursiveIterator and RecursiveIteratorIterator. 
RBAC differs from access control lists (ACL) by putting the emphasis on roles and their 
permissions rather than objects (resources). 

For the purposes of this documentation: 

• an identity has one or more roles. 
• a role requests access to a permission. 
• a permission is given to a role. 

Thus, RBAC has the following model: 

• many to many relationship between identities and roles. 
• many to many relationship between roles and permissions. 
• roles can have a parent role. 

 

Roles 

The easiest way to create a role is by extending the abstract class 
Zend\Permission\Rbac\AbstractRole or simply using the default class provided in 
Zend\Permission\Rbac\Role. You can instantiate a role and add it to the RBAC container or add a 
role directly using the RBAC container addRole() method. 

Permissions 

Each role can have zero or more permissions and can be set directly to the role or by first 
retrieving the role from the RBAC container. Any parent role will inherit the permissions of their 
children. 

Dynamic Assertions 

In certain situations simply checking a permission key for access may not be enough. For 
example, assume two users, Foo and Bar, both have article.edit permission. What’s to stop Bar 
from editing Foo’s articles? The answer is dynamic assertions which allow you to specify extra 
runtime credentials that must pass for access to be granted. 

http://framework.zend.com/manual/2.2/en/modules/zend.permissions.acl.advanced.html�
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Methods 

Zend\Permissions\Rbac\AbstractIterator 

• current 
• getChildren 
• hasChildren 
• key 
• next 
• rewind 
• valid 

Zend\Permissions\Rbac\AbstractRole 

• addChild 
• addPermission 
• getName 
• hasPermission 
• setParent 
• getParent 

Zend\Permissions\Rbac\AssertionInterface 

• assert 
• Zend\Permissions\Rbac\Rbac 
• addRole 
• getCreateMissingRoles 
• getRole 
• hasRole 
• isGranted 
• setCreateMissingRoles 

Zend\Permissions\Rbac\Role 

• __construct 

Examples 

The following is a list of common use-case examples for Zend\Permission\Rbac. 

Roles 

Extending and adding roles via instantiation. 

<?php 
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 use Zend\Permissions\Rbac\Rbac; 

 use Zend\Permissions\Rbac\AbstractRole; 

 class MyRole extends AbstractRole 

 { 

     // .. implementation 

 } 

 // Creating roles manually 

 $foo  = new MyRole('foo'); 

 $rbac = new Rbac(); 

 $rbac->addRole($foo); 

 var_dump($rbac->hasRole('foo')); // true 

 

Adding roles directly to RBAC with the default Zend\Permission\Rbac\Role. 

 

<?php 

 use Zend\Permissions\Rbac\Rbac; 

 $rbac = new Rbac(); 

 $rbac->addRole('foo'); 

 var_dump($rbac->hasRole('foo')); // true 

Handling roles with children. 

<?php 

 use Zend\Permissions\Rbac\Rbac; 

 use Zend\Permissions\Rbac\Role; 

 $rbac = new Rbac(); 

 $foo  = new Role('foo'); 

 $bar  = new Role('bar'); 

 // 1 - Add a role with child role directly with instantiated classes. 
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 $foo->addChild($bar); 

 $rbac->addRole($foo); 

 // 2 - Same as one, only via rbac container. 

 $rbac->addRole('boo', 'baz'); // baz is a parent of boo 

 $rbac->addRole('baz', array('out', 'of', 'roles')); // create several parents of baz 

Permissions 

<?php 

 use Zend\Permissions\Rbac\Rbac; 

 use Zend\Permissions\Rbac\Role; 

 $rbac = new Rbac(); 

 $foo  = new Role('foo'); 

 $foo->addPermission('bar'); 

 var_dump($foo->hasPermission('bar')); // true 

 $rbac->addRole($foo); 

 $rbac->isGranted('foo', 'bar'); // true 

 $rbac->isGranted('foo', 'baz'); // false 

 $rbac->getRole('foo')->addPermission('baz'); 

 $rbac->isGranted('foo', 'baz'); // true 

Dynamic Assertions 

Checking permission using isGranted() with a class implementing 
Zend\Permissions\Rbac\AssertionInterface. 

<?php 

 use Zend\Permissions\Rbac\AssertionInterface; 

 use Zend\Permissions\Rbac\Rbac; 

 class AssertUserIdMatches implements AssertionInterface 

 { 

     protected $userId; 
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     protected $article; 

     public function __construct($userId) 

     { 

         $this->userId = $userId; 

     } 

     public function setArticle($article) 

     { 

         $this->article = $article; 

     } 

     public function assert(Rbac $rbac) 

     { 

         if (!$this->article) { 

             return false; 

         } 

         return $this->userId == $article->getUserId(); 

     } 

 } 

 

 // User is assigned the foo role with id 5 

 // News article belongs to userId 5 

 // Jazz article belongs to userId 6 

 

 $rbac = new Rbac(); 

 $user = $mySessionObject->getUser(); 

 $news = $articleService->getArticle(5); 

 $jazz = $articleService->getArticle(6); 
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 $rbac->addRole($user->getRole()); 

 $rbac->getRole($user->getRole())->addPermission('edit.article'); 

 

 $assertion = new AssertUserIdMatches($user->getId()); 

 $assertion->setArticle($news); 

 

 // true always - bad! 

 if ($rbac->isGranted($user->getRole(), 'edit.article')) { 

     // hacks another user's article 

 } 

 

 // true for user id 5, because he belongs to write group and user id matches 

 if ($rbac->isGranted($user->getRole(), 'edit.article', $assertion)) { 

     // edits his own article 

 } 

 

 $assertion->setArticle($jazz); 

 

 // false for user id 5 

 if ($rbac->isGranted($user->getRole(), 'edit.article', $assertion)) { 

     // can not edit another user's article 

 } 

 

Performing the same as above with a Closure. 

<?php 

// assume same variables from previous example 

$assertion = function($rbac) use ($user, $news) { 
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    return $user->getId() == $news->getUserId(); 

}; 

// true 

if ($rbac->isGranted($user->getRole(), 'edit.article', $assertion)) { 

    // edits his own article 

} 

2.8 Zend\Math 
 

Introduction 
Zend\Math namespace provides general mathematical functions. So far the supported 
functionalities are: 

• Zend\Math\Rand, a random number generator; 
• Zend\Math\BigInteger, a library to manage big integers. 

We expect to add more functionalities in the future. 

Random number generator 

Zend\Math\Rand implements a random number generator that is able to generate random 
numbers for general purpose usage and for cryptographic scopes. To generate good random 
numbers this component uses the OpenSSL and the Mcrypt extension of PHP. If you don’t have 
the OpenSSL or the Mcrypt extension installed in your environment the component will use the 
mt_rand function of PHP as fallback. The mt_rand is not considered secure for cryptographic 
purpose, that means if you will try to use it to generate secure random number the class will 
throw an exception. 

In particular, the algorithm that generates random bytes in Zend\Math\Rand tries to call the 
openssl_random_pseudo_bytes function of the OpenSSL extension if installed. If the OpenSSL 
extension is not present in the system the algorithm tries to use the the mcrypt_create_iv 
function of the Mcrypt extension (using the MCRYPT_DEV_URANDOM parameter). Finally, if the 
OpenSSL and Mcrypt are not installed the generator uses the mt_rand function of PHP. 

The Zend\Math\Rand class offers the following methods to generate random values: 

• getBytes($length, $strong = false) to generate a random set of $length bytes; 
• getBoolean($strong = false) to generate a random boolean value (true or false); 
• getInteger($min, $max, $strong = false) to generate a random integer between $min 

and $max; 
• getFloat($strong = false) to generate a random float number between 0 and 1; 
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• getString($length, $charlist = null, $strong = false) to generate a random string of 
$length characters using the alphabet $charlist (if not provided the default alphabet is 
the Base64). 

In all these methods the parameter $strong specify the usage of a strong random number 
generator. We suggest to set the $strong to true if you need to generate random number for 
cryptographic and security implementation. 

If $strong is set to true and you try to generate random values in a PHP environment without 
the OpenSSL and the Mcrypt extensions the component will throw an Exception. 

Below we reported an example on how to generate random data using Zend\Math\Rand. 

use Zend\Math\Rand; 

$bytes = Rand::getBytes(32, true); 

printf("Random bytes (in Base64): %s\n", base64_encode($bytes)); 

$boolean = Rand::getBoolean(); 

printf("Random boolean: %s\n", $boolean ? 'true' : 'false'); 

$integer = Rand::getInteger(0,1000); 

printf("Random integer in [0-1000]: %d\n", $integer); 

$float = Rand::getFloat(); 

printf("Random float in [0-1): %f\n", $float); 

$string = Rand::getString(32, 'abcdefghijklmnopqrstuvwxyz', true); 

printf("Random string in latin alphabet: %s\n", $string); 

 

Big integers 

Zend\Math\BigInteger\BigInteger offers a class to manage arbitrary length integer. PHP 
supports integer numbers with a maximum value of PHP_INT_MAX. If you need to manage 
integers bigger than PHP_INT_MAX you have to use external libraries or PHP extensions like 
GMP or BC Math. 

Zend\Math\BigInteger\BigInteger is able to manage big integers using the GMP or the BC Math 
extensions as adapters. 

The mathematical functions implemented in Zend\Math\BigInteger\BigInteger are: 

• add($leftOperand, $rightOperand), add two big integers; 
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• sub($leftOperand, $rightOperand), subtract two big integers; 
• mul($leftOperand, $rightOperand), multiply two big integers; 
• div($leftOperand, $rightOperand), divide two big integers (this method returns only 

integer part of result); 
• pow($operand, $exp), raise a big integers to another; 
• sqrt($operand), get the square root of a big integer; 
• abs($operand), get the absolute value of a big integer; 
• mod($leftOperand, $modulus), get modulus of a big integer; 
• powmod($leftOperand, $rightOperand, $modulus), raise a big integer to another, 

reduced by a specified modulus; 
• comp($leftOperand, $rightOperand), compare two big integers, returns < 0 if 

leftOperand is less than rightOperand; > 0 if leftOperand is greater than rightOperand, 
and 0 if they are equal; 

• intToBin($int, $twoc = false), convert big integer into it’s binary number representation; 
• binToInt($bytes, $twoc = false), convert binary number into big integer; 
• baseConvert($operand, $fromBase, $toBase = 10), convert a number between arbitrary 

bases; 

Below is reported an example using the BC Math adapter to calculate the sum of two integer 
random numbers with 100 digits. 

use Zend\Math\BigInteger\BigInteger; 

use Zend\Math\Rand; 

$bigInt = BigInteger::factory('bcmath'); 

$x = Rand::getString(100,'0123456789'); 

$y = Rand::getString(100,'0123456789'); 

$sum = $bigInt->add($x, $y); 

$len = strlen($sum); 

printf("%{$len}s +\n%{$len}s =\n%s\n%s\n", $x, $y, str_repeat('-', $len), $sum); 

As you can see in the code the big integers are managed using strings. Even the result of the 
sum is represented as a string. 

Below is reported another example using the BC Math adapter to generate the binary 
representation of a negative big integer of 100 digits. 

use Zend\Math\BigInteger\BigInteger; 

use Zend\Math\Rand; 
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$bigInt = BigInteger::factory('bcmath'); 

$digit = 100; 

$x = '-' . Rand::getString($digit,'0123456789'); 

$byte = $bigInt->intToBin($x); 

printf("The binary representation of the big integer with $digit digit:\n%s\nis (in Base64 format): %s\n", 

       $x, base64_encode($byte)); 

printf("Length in bytes: %d\n", strlen($byte)); 

$byte = $bigInt->intToBin($x, true); 

printf("The two's complement binary representation of the big integer with $digit digit:\n%s\nis (in Base64 
format): %s\n", 

       $x, base64_encode($byte)); 

printf("Length in bytes: %d\n", strlen($byte)); 

 

We generated the binary representation of the big integer number using the default binary 
format and the two’s complement representation (specified with the true parameter in the 
intToBin function). 

 

2.9 Zend\Validator 
Introduction 
The Zend\Validator component provides a set of commonly needed validators. It also provides a 
simple validator chaining mechanism by which multiple validators may be applied to a single 
datum in a user-defined order. 

What is a validator? 

A validator examines its input with respect to some requirements and produces a boolean result 
- whether the input successfully validates against the requirements. If the input does not meet 
the requirements, a validator may additionally provide information about which requirement(s) 
the input does not meet. 

For example, a web application might require that a username be between six and twelve 
characters in length and may only contain alphanumeric characters. A validator can be used for 
ensuring that a username meets these requirements. If a chosen username does not meet one 
or both of the requirements, it would be useful to know which of the requirements the 
username fails to meet. 
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Basic usage of validators 

Having defined validation in this way provides the foundation for 
Zend\Validator\ValidatorInterface, which defines two methods, isValid() and getMessages(). The 
isValid() method performs validation upon the provided value, returning TRUE if and only if the 
value passes against the validation criteria. 

If isValid() returns FALSE, the getMessages() returns an array of messages explaining the 
reason(s) for validation failure. The array keys are short strings that identify the reasons for 
validation failure, and the array values are the corresponding human-readable string messages. 
The keys and values are class-dependent; each validation class defines its own set of validation 
failure messages and the unique keys that identify them. Each class also has a const definition 
that matches each identifier for a validation failure cause. 

Note 

The getMessages() methods return validation failure information only for the most recent 
isValid() call. Each call to isValid() clears any messages and errors caused by a previous isValid() 
call, because it’s likely that each call to isValid() is made for a different input value. 

The following example illustrates validation of an e-mail address: 

$validator = new Zend\Validator\EmailAddress(); 

if ($validator->isValid($email)) { 

    // email appears to be valid 

} else { 

    // email is invalid; print the reasons 

    foreach ($validator->getMessages() as $messageId => $message) { 

        echo "Validation failure '$messageId': $message\n"; 

    } 

} 

Customizing messages 

Validator classes provide a setMessage() method with which you can specify the format of a 
message returned by getMessages() in case of validation failure. The first argument of this 
method is a string containing the error message. You can include tokens in this string which will 
be substituted with data relevant to the validator. The token %value% is supported by all 
validators; this is substituted with the value you passed to isValid(). Other tokens may be 
supported on a case-by-case basis in each validation class. For example, %max% is a token 
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supported by Zend\Validator\LessThan. The getMessageVariables() method returns an array of 
variable tokens supported by the validator. 

The second optional argument is a string that identifies the validation failure message template 
to be set, which is useful when a validation class defines more than one cause for failure. If you 
omit the second argument, setMessage() assumes the message you specify should be used for 
the first message template declared in the validation class. Many validation classes only have 
one error message template defined, so there is no need to specify which message template you 
are changing. 

$validator = new Zend\Validator\StringLength(8); 

$validator->setMessage( 

    'The string \'%value%\' is too short; it must be at least %min% ' . 

    'characters', 

    Zend\Validator\StringLength::TOO_SHORT); 

 

if (!$validator->isValid('word')) { 

    $messages = $validator->getMessages(); 

    echo current($messages); 

    // "The string 'word' is too short; it must be at least 8 characters" 

} 

You can set multiple messages using the setMessages() method. Its argument is an array 
containing key/message pairs. 

$validator = new Zend\Validator\StringLength(array('min' => 8, 'max' => 12)); 

$validator->setMessages( array( 

    Zend\Validator\StringLength::TOO_SHORT => 

        'The string \'%value%\' is too short', 

    Zend\Validator\StringLength::TOO_LONG  => 

        'The string \'%value%\' is too long' 

)); 

If your application requires even greater flexibility with which it reports validation failures, you 
can access properties by the same name as the message tokens supported by a given validation 
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class. The value property is always available in a validator; it is the value you specified as the 
argument of isValid(). Other properties may be supported on a case-by-case basis in each 
validation class. 

$validator = new Zend\Validator\StringLength(array('min' => 8, 'max' => 12)); 

if (!$validator->isValid('word')) { 

    echo 'Word failed: ' 

        . $validator->value 

        . '; its length is not between ' 

        . $validator->min 

        . ' and ' 

        . $validator->max 

        . "\n"; 

} 

Standard Validation Classes 

http://framework.zend.com/manual/2.2/en/modules/zend.validator.set.html 
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