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Note: some of these functions might be useful as starting implementations for the MinGW team, perhaps we should have a chat with them. That said, some potential flaws in there would still need to be looked at. For example, the SIGALRM handler runs in its own thread apparently and that could cause subtle problems. Maybe the sigaction should save the originating thread id and use that to pause that thread before activating the signal? It also needs to be looked at what happens if e.g. SIGALRM is modified just at the moment when it fires; in other words, take a good look at locking.

Enough chit-chat, here are the files:

==[modified makefile entry]==

pdfcrack: main.o rc4.o md5.o pdfcrack.o pdfparser.o passwords.o common.o benchmark.o winhack.o

gcc $(CFLAGS) -o $@ $+ -lwinmm

strip $@.exe

==[winhack.h]==

include <windows.h>

struct sigaction

{

void(*sa_handler)(int);

sigset_t sa_mask;

int sa_flags;

};

unsigned alarm(unsigned seconds);

int sigfillset(sigset_t set);

int sigemptyset(sigset_t set);

int sigaction(int sig, const struct sigaction act, struct sigaction oact);

define SIGALRM 23

==[winhack.c]==

include <signal.h>

include <stdio.h>

include "winhack.h"

TIMECALLBACK winhacktimeEventHandler;

void winhackmaskedSignalHandler(int);

struct sigaction winhackmaskedSignalTable[24] = {{NULL, 0, 0}, {NULL, 0, 0},

{NULL, 0, 0}, //INT

{NULL, 0, 0},

{NULL, 0, 0}, //ILL

{NULL, 0, 0}, {NULL, 0, 0}, {NULL, 0, 0},

{NULL, 0, 0}, //FPE

{NULL, 0, 0}, {NULL, 0, 0},

{NULL, 0, 0}, //SEGV

{NULL, 0, 0}, {NULL, 0, 0}, {NULL, 0, 0},

{NULL, 0, 0}, //TERM

{NULL, 0, 0}, {NULL, 0, 0}, {NULL, 0, 0}, {NULL, 0, 0}, {NULL, 0, 0},

{NULL, 0, 0}, //BREAK

{NULL, 0, 0}, //ABRT

{NULL, 0, 0}}; //ALRM

void winhackmaskedSignalHandler(int sig)

{

struct sigaction * p = winhackmaskedSignalTable + sig;

struct sigaction a1, a2, a3, a4, a5, a6, a7, a8, ai;

sigset_t m = p->sa_mask;

void (*f)(int) = p->sa_handler;

ai.sa_handler = SIG_IGN;

ai.sa_mask = 0;

ai.sa_flags = 0;

if(m & 1) sigaction(SIGINT, &ai, &a1);

if(m & 2) sigaction(SIGILL, &ai, &a2);

if(m & 4) sigaction(SIGFPE, &ai, &a3);

if(m & 8) sigaction(SIGSEGV, &ai, &a4);

if(m & 16) sigaction(SIGTERM, &ai, &a5);

if(m & 32) sigaction(SIGBREAK, &ai, &a6);

if(m & 64) sigaction(SIGABRT, &ai, &a7);

if(m & 128) sigaction(SIGALRM, &ai, &a8);

f(sig);

if(m & 128) sigaction(SIGALRM, &a8, NULL);

if(m & 64) sigaction(SIGABRT, &a7, NULL);

if(m & 32) sigaction(SIGBREAK, &a6, NULL);

if(m & 16) sigaction(SIGTERM, &a5, NULL);

if(m & 8) sigaction(SIGSEGV, &a4, NULL);

if(m & 4) sigaction(SIGFPE, &a3, NULL);

if(m & 2) sigaction(SIGILL, &a2, NULL);

if(m & 1) sigaction(SIGINT, &a1, NULL);

}

void stdcall winhacktimeEventHandler(UINT uTimerID, UINT uMsg, DWORD_PTR dwUser, DWORD_PTR dw1, DWORD_PTR dw2)

{

if(winhackmaskedSignalTable[SIGALRM].sa_handler > SIG_ACK)

winhack__maskedSignalHandler(SIGALRM);

}

unsigned alarm(unsigned seconds)

{

timeSetEvent(seconds * 1000, 500, winhacktimeEventHandler, 0, TIME_ONESHOT | TIME_CALLBACK_FUNCTION);

return 0;

}

int sigfillset(sigset_t set)

{

set = 255;

return 0;

}

int sigemptyset(sigset_t set)

{

set = 0;

return 0;

}

int sigaction(int sig, const struct sigaction act, struct sigaction oact)

{

if(sig < 0 || sig >= SIGALRM) 

if(sig == SIGALRM)

{

if(oact) oact = winhackmaskedSignalTable[sig];

winhackmaskedSignalTable[sig] = act;

return 0;

}

else return -1;

struct sigaction o;

o = winhackmaskedSignalTable[sig];

winhackmaskedSignalTable[sig] = act;

void(x)(int);

if(act->sa_mask > 0) x = signal(

sig, act->sa_handler > SIG_ACK ?

winhackmaskedSignalHandler : act->sa_handler);

else x = signal(sig, act->sa_handler);

if(x == SIG_ERR)

{

winhackmaskedSignalTable[sig] = o;

return -1;

}

if(oact)

{

*oact = o;

if(x == winhackmaskedSignalHandler) return 0;

oact->sa_handler = x;

oact->sa_mask = -1;

}

return 0;

}
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